
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Wireless otes

ciscintireligiedftp.Etntigitin.otes

AutonomousWirelessAccessPointWAP Standaloneaccesspointthatdoesnotneedacontrollertofunctiontheyhavetheirownconfigurationinterfaces
LightweightWAPDesignedtobecontrolledbyacontrolleressentiallyarobotthatneed'scommandspassedtoittofunction
AconfigurationsetonthecontrollerautopopulatestheconfigurationtothelightweightWAPsitcontrols

CAPWAPTunnelThecommunicationtunnelbetweentheWAPandthecontrollerthatitsendsitsdatato
WAPshaveasplitMacdesignwherethecontrollerhandlestheMacaddressesofthedevicesonthenetworkinsteadoftheAPitself
ThisisbecausewithacentralizedlocationtheMataddressesofdevicescanbesynonomouslyloggedandauthorizedonmultipleWABatonceasauserroamsacross
thenetworkandconnectstodifferentWAPsoveronesessiontheirconnectionwillnotbedroppedandreestablished
iInterfacescanbeconfiguredasmanagementserviceportsordistribution 1AGports

RadiusAuthenticationServer

Radios

digitisation

1802

WirelessController

WirelessAP

Laptop

WirelessSecurity
WiFiSecurityoptionsinclude

a

RadiusAuthentication802.14
DisabledNoneopenopennetworkanyonecanconnectcanalsouseavpnasafathersecuritymeasure
WEPBrokensecurityviasmallkeyspace
WPABrokensecurity
WPA2BetterthanWPA
WPA3BetterthanWPA2andbackwardscompatible

PersonalUsespresharedkeysforauthentication

m

WPA2PSKpasswordusedprimarilyinSoHoenvironments
AutonomousAPAccesspointsoffaswitch
WirelessControllersoverviewedabove
ImplementWifideviceswithaPskonPackettracer

pace
server



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

W.tt iiatwifesignDejptibi

AdHocWirelessdevicetowirelessdevicewithoutanyinfrastructureorAPspresent
InfrastructureWirelessLAAnAPrunningtoaswitchtoprovideinternettotherestoftheworld
MeshWirelessLAUsesameshofWARtoregeneratesignalandcoveragearoundanarea

WirelessCommunicationTheory
ElectromagneticSpectrumThereisatightrelationshipbetweenelectricityandmagnetismelectricitycreatesmagnetismandmagnetismcreateselectricity
Whenradiowavesaresentanelectricfieldisbroadcastverticallyandthemagneticfieldisorthogonaltothat

OrthogonalAtrightanglestophaseshifted900
TransverseWaveTheelectromagneticradiationproducedbyaradiowavefromanantenna

AntennaTheoryHowcananelectromagneticwavebetransferredoutsideanantenna att I sAdevicegeneratespositiveandnegativechargeson2piecesofwire sif ORÉ É cancelseachotherout
DipoleAntennaAtypeofantennausedtoradiatesEMwaves wiresaredifferentdirections
Akavelength N

vMaxwellEquationsGovernslightandradiowavesontheelectromagneticspectrumhowelectricfieldscausemagneticfieldsandviceversa
pip antennaxDp

3.0
E JB

wavelength
2

handfaredirectly1 8
WirelessCommunicationTheoryTerms

Frequencythe ofcompletecyclespersecond measuredinHort
É

g

profiting
inverse

Ast f
CycleOnecompletesinawave
Hertzthemeasurementofcyclespersecondthemeasurementofthefrequency t
amanage among.namem andsooag.nt

Accordion

Samedistance
Wirelesscommunication isfoundbetween2ranges Sameamplitude
2.4GHzBand2.42.4835642
5GHzBand5.155.85GHz

WirelessBandsaresubdividedintochannels
WiFiChannels

2.4Channels

in
Usablechannelsinthisrangeinclude1,6it
Channel14isonlyallowedinJapanwith802.116 I 2 3 4 56 s a lo a n is 14

it

and b

Notchannelrestricted channel channels

I 11Widerchannelrangesthatwontoverlap
RFSignalStrength

Measuredindecibel.miliwattsCdBm
Transmittersrangebetween1100milliwatts.cm.W
MilliwattCmwittosofanatt

mutodBmrelationship

1mWOdBm TransmitPower IX PositivedBm
10mW10dBm ReceivePowerRX Negativedem
100mW20113m

1W1000mW30113m
LogarithmicscalingtDdBm10mW

todBm 10mW

BdBmx2mu
dBm2mW

SignaltoNoiseRatioThedifferenceinthebackgroundradionoiseyouhaveinanenvironmentandthesignalstrength
SNRReceivedSignalNoisefloor

AgoodSNRis25forVoIPorstreamingand 20forregulartraffic



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

AntennaTypes
RadiationPatternThemeasureofsignalstrengtharoundanantenna

Mansis 4s sis pigs minify
omnidirectionalAntenna

P

y plane Elevation Plane

anaccesspoint
no asi

iL
Azimuthtopdown ElevationSideview

2250

pi
2
Epi

DirectionalAntennaDesignedtopropagateinaspecificdirection tfPatchAntennaPropagatessignalprimarilyinonegeneraldirection f period

sis 4s sis

ino an ax go

2250

pi
2
Epi

YogiAntennaHyperfocusedvery
directionalantennaovershortdistances

sis 4s sis

j ino an ax go

225 no is2250

pi Plane

DishParabolicAntennaSameasYogibutlongerdistanceduetoitsuniqueshapeHyperfocusedverydirectionalantennaoverlongdistances

AccessPointOperation

APstepsareasfollows
BootstateAPbootsfromlocal imagesrecievesaddressing
WICDiscoveryStateAPactivelysearchesforacontrollerwithCAPWAPdiscoveryrequestmessages
EIIWI.pti.sijveryrequestmessagesaresentoutasbroadcast

messagesonthelocalsubnetoverUDPport5246
DHCPOption43informationusedifconfiguredonDHCPserver
LAPattemptstoresolvea SrequesttoCISCOCAPWAPCONTROLLERlocaldomain
IfnocontrollerisfoundtheLAPwillrebootandgothroughthediscoveryprocessagain state

wics.in
state

capwapionne

CAPWAPTunnelStateCAPWAPtunnelsareestablishedbetweenLAPandWe

iiiiiiiiiiii i ImageDownloadWLCJoinStateCAPWAPmessageexchangeauthenticatesandassociatesLAPandWe configDownload sitReset a Runstate e state
WLCSeectionProcess

Joinapreviousknowncontroller

Joinamastercontroller

Image LAPcompareslocalsoftwareimagetotheWhsbaselineimageandupdatesifnecessary
configdownloadState Appallsthehleforconfigurationinformation
RunStateLAPisfullyoperationalandisprovidingnetworkaccessviaBSSID
ResetStateLAPtearsdownCAPWAPtunnelserasesclientassociationsandrestartsprocess

WiFiStandards
WiFistandardsovertheyearsareincludedinthetablebelow
Bandwidth f f



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Standard pleased511 111amInmission

802.11a 1999 5GH 54nipsOFDM
802.116 19.99

80211 zoos 28 15m 10bitsoferrordetectionandcorrection
boombpsOFDM

8131 I onionsof'm

iii iii

jiggisigitiigiigitigliigidiigiiiiigiiiitigiruiggitigiisierain

ransmissionMethods

DirectSequenceSpreadspectrum

Asinglebitcanbesentusinga2MHzfrequencyrange
UsingBarkerHCodingIbitistransmittedalongwithtoextrabitCcalledchips whichprovideprotectionfrominterference

µ
ASymbolisthesequenceof11bitsbeingsenttoencodeasinglebit

o as is no so a
OrthogonalFequencyJivisionMultiplexing

frequencydivisionMultiplexingA20MHzbandusedtosend10differentbitsofdataatatimeon2MHzsubchannels
Withallthesesubchannelsdirectlyadjacentthereisboundtobeinterferenceunlessthereisorthogonality

OrthogonalAtrightanglestophaseshifted900
DefinitionAdatatransmissiontechniquethatsendsdifferentsignalsusingdifferentsubchannels differentfrequencies whereadjacentsubchannelsaretransmitted900tooneanother
Whenonewaveisatpeakpowertheotherisat0andviceversasonointerferencewilloccur

QuadratureAmplitudeModulation

Aformofbeingabletosendmorebitsusingasingle2MHzsubchannel a m
160AMIdentities6differenttargetsinaconstallationeachofwhichrepresents bits
Example ableofConstallationTargets ooo ooo
Amplitude Phase Data

3
225degrees 1100

I

s247degrees 1110

yes n iabSNGMusBMusBMEAEOEGua

337degrees 0110 zona zona zona zona zona v

interference

ChannelBondingPuttingchannelstogethertoprovideevenmorethroughput
BeamformingUsingconstructiveanddestructiveinterferencetoaffectamplitudeandnoise

Wavesareoverlayedeachotherincreasingordecreasingamplitude
interfere

Changesthephasesofwavestofocusonaspecificclientbycreatingconstructiveanddeconstructive destructive
interference interference

introducedinIEEE802.1in ishI
mmmm mmmm

i

MultipleUserMultipleInputMultipleOutputCMVMIMOAnaccesspointcansend4downstreamspatiostreamsatatimebutcanonlyrecieveone
StandardQAMIIresented inT Spatialstreams

802.1in64QAM
gyyyyyyn.in yiyyy 4ownstream

OrthogonalFequencyJivisionMultipleAccess

Utilizestargetwaketimefunctionalitytoconservepowerandminimizecollisionsreducesfurthercollisionscausedbycarriersensemultipleaccesswithcollisionavoidance SMACA
CarrierSenseMultipleAccesswithCollisionAvoidance
Wirelessnetworkneedcollisionavoidanceovercollisiondetectionbecausemostoftheirsignalstrengthisusedtosendthedata



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Toavoidcollisionstheclientwillprobetosenseifthereareanyothertransmissionshappeningtothataccesspoint
IfnotransmissionsaresensedtheclientwillsendthedatatotheAPandwaitforanacknowledgement Ifoneisnotrecieveditwillattempttotransmitthedataagain
If atransmissionissensedtheclientwillwaitarandomamountoftimebeforeprobingagain

targetWakeTimeWhenanaccesspointconnectsouttoclientstheygiveeachclientatimeslotschedulingcommunicationwitheachdeviceconnectedtoit
Usedbya802.11axAPtoschedulewhenaclientcansendandrecieveresultinginlesslatencyandpowersaving deterministictransmission
ClientdevicesmightbeconfiguredtogointolowpowermodewhennotcommunicatingwiththeAl

BasicServiceSetColoringAllowssignalsforoneSSIDonaspecificchanneltobedistinguishedfromsignalsforadifferent55IDusingthesamechannelbycoloring he
traffic

thentication

up

wirelessap
wirelesscontroller

AwaytosetAPauthenticationforsmadeploymentenvironments

AllWPAversionssupportpersonalmodePsiandenterprisemode802x
InpersonalmodeaPskstringmustbeconfiguredoncontrollerAPsandclients

emporalkeyintegrityProtocolUsedbyoriginalWPAstandardcombineskeystringandSIDtogenerateuniqueencryptionkeys
AdvancedEncryptionStandardusedbyWPA2andWPAasamoreadvancedencryptionalgorithmthan KPprotectingagainstpasswordattacks
resharedkeyBenefits

esscomplexthan802 deployments
Legacycientsupport

resharedkey imitations
Lesssecure
Moreadministrativeburden

Requirescomplexkeycreation

802.4Authentication

WirelessController

ExtensibleAuthenticationProtocolAuthentication supplicant

unauthorized
Server

standardwhichdefinesportbasednetworkcontrolsecurity it
IT usA3partstoa802ixnetwork

a eRADIUSAccesschallengeSupplicantTheendpointrequestingaccess
aResponse RADIUSAccessRequest contains

Authenticator etworkdevicecontrollingphysicaaccesstothenetwork password

theactualauthentication theendpoint itaxsuccess

Add4wayhandshake
NativeEAPTypes 4wayhandshakeisonlybetweensupplicantandauthenticator
EAPTLS retransmittedPsk
OneofthemostsecureEAPtypes
Uses1.509certificatesformutualauthentication
HighlyregardedinBYODdeployments

EAPMD5
Hidescredentialsinahash

EAPMSCHANZ stone Earp
CredentialsencryptedwithinanMSCHAPv2session

atinnerearauthenticationsimpletransmissionofcredentials xp
ht'NIBT

gene
Authentication

AbilitytocommunicatewithActiveDirectory
EAPGTC

mm

CiscoAlternatetoMSCHAPv2
Enablesmoregenericauthentication

ProtectedEARPEAR
OriginallyproposedbyMicrosoft
UsesX509certificates
UsesanadditionalnativeEAPtypeforinnermethod

EAPFlexibleAuthenticationviasecureTunnelingLEAPFAST
CreatedbyCiscoasaREAPAlternative
Easterreauthentication



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fasterwirelessroaming
WireessQoS 802.11e
WiFiMultimediaWMA

IEEE802.1PmarkingsmaptoWMMaccesscategories ACv0voice 687
AccesscategorydeterminesInterframeSpaceIFSandRandomBackoffTimer ACV Video 485
TotreattrafficwithahigherprioritydifferentlytherewillbeamoreagressiveIFS AC EBestEffort 083

AC13TBackground 82

WireessTroubleshooting
SuccessfulClientWLANssociation

ClientmustbewithinaccesspointRErange
ClientmustproperlyauthenticatetotheWLAN
ClientshouldrelieveavalidIPaddressonthesubnet

WirelessSecurity8WifiHacking
DropogationHowthewavetravelsawayfromasource g p my

spreadingaroundacorner

DiffractionHowthewavegetswiderasittravelsawayfromasource


